NudopmannoHHas NaMATKA
JIsl 00y arOIUXCS

KoMnbroTepHbie BUPYCHI
KomnbroTepHblii BUPYC — 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOrpaMM, OTIMYUTEILHOW OCOOCHHOCTHIO
KOTOPOH SBJISIETCS CIOCOOHOCTh K pa3MHOXEHHIO. B omnosiHeHne K 3TOMy, BUPYChl MOT'YT MOBPEAMTH WIIU
HOJHOCTBIO YHUYTOXKHUTH Bce (Daiyibl M JaHHBIE, NOJAKOHTPOJIBHBIE IOJIB30BATEINI0, OT UMEHH KOTOpPOro Oblia
3allyllleHa 3apaXEHHas Iporpamma, a TakKe IOBPEIUTh MM JAKE€ YHMUYTOKUTH OIEPALMOHHYIO CHCTEMY
co BceMH (haiuiamu B 11€710M. B GOJIBIIMHCTBE CilydaeB paclpOCTPaHSIOTCSI BUPYChI YepE3 HHTEPHET.
MeTobl 3aIUTEl OT BPEJOHOCHBIX IPOTpaMM:
1. HUcnonb3yli coBpeMeHHbIe ONEpPAllHOHHBbIE CHCTEMbl , HMMEIOIIME CEPbE3HBIA YPOBEHb 3aIUTHI
OT BPEIOHOCHBIX ITPOIPAMM.
2. TlocrosiHHO ycraHaBnuBaid maT4yM (1M(pOBBIE 3aIIaTKH, KOTOPhIE aBTOMAaTHYECKH YCTaHABJIMBAIOTCS
C Llebl0 J1OpaOTKMU IpOrpamMMbl) U Apyrue OOHOBJIEHUS CBOEH oOmepalMoHHONW cucteMbl. CkauuBaii
UX TONBKO ¢ ouuumanbHoro caiita paspadorunka OC. Ecnu cymiecTByeT pexuM aBTOMAaTHYECKOTO
OOHOBJICHUS, BKJIFOUH €TO0.
3. PaOoraii Ha cBoeM KOMIIBIOTEpE MO/ TPaBaMH MOJIb30BaTeIsl , 2 HE a[IMUHUCTPATOpa. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX ITPOrpaMM MHCTAJUINPOBATHCS HA TBOEM IEPCOHAIILHOM KOMIIBIOTEPE.
4. Hcnons3yili  aHTHBHMPYCHBIe  NPOrpaMMHbIe  NPOAYKTbI  M3BECTHBIX  IPOU3BOJUTENEH,
C aBTOMAaTU4ECKUM OOHOBJIEHHEM 0a3.
Orpannusb Gu3nUecKuil JOCTYI K KOMIIBIOTEPY JIsl IOCTOPOHHUX JIULL.
6. Vcnonp3yll BHEIIHME HOCUTENM MH(POpPMALMU, Takue Kak Quienka, JUCK WM (ailnl u3 MHTepHeTa,
TOJIBKO U3 MPOBEPEHHbIX HCTOYHHUKOB .
7. He oTkpsbiBaii KoMNbIOTepHbIe (aiiibl , 10Jy4eHHbIE U3 HEHAJEKHBIX UICTOUHUKOB. Jlaxe Te dailisbl,
KOTOPBIE MPHCIIANl TBOW 3HAKOMBIH. JIydIle yTouHU y HETO, OTIIPABIISLI JI OH Te0e UX.

Ceru WI-FI

Wi-Fi — 370 He BUI mepenau AaHHBIX, HE TEXHOJOTHWs, a BCero Juuib OpeHxa, mapka. Eme B 1991 roay
HujepiaHackas koMmnanus 3apeructpuponana openn « WECAy, uto obo3Havano cioBocouetanue «Wireless
Fidelity», koTOpbIif IepeBOANUTCS Kak «OEeCIpOBOIHAS TOUHOCTbY.

Jlo Hamlero BpeMeHW Jouuia Japyras aOOpeBuarypa, KOTOpas SBJISETCS TaKoOH ke TEeXHOJOrHuen. ITo
ab6peBuatypa «Wi-Fi». Takoe Ha3BaHHe ObUIO JaHO C HAMEKOM Ha CTaHJApT BBICIIMN 3BYyKOBOH TexHuku Hi-
F1, uTo B mepeBosie 03HAYAET «BBICOKAsi TOUHOCTH.

Jla, GecriyiaTHBIM MHTEPHET-A0CTYN B Kade, OTEIsIX U adporopTax SBJISIETCS OTIUYHOM BO3MOXHOCTBIO BBIXOJIA
B uHTepHET. Ho MHOTHE 3KCIIepThI CUUTAIOT, yTO oOuienocTynHbie Wi-Fi cetu He ABIs0TCS O€30MaCHBIMH.
CoBetbl 10 0€30MacHOCTH paboTe B 001IeA0CTYHHBIX ceTsax Wi-fi:

1. He nepenaBaii cBow JuuyHyr0 MHpopmanuio uepe3 obmenocrynusle Wi-Fi cern. Paboras B HuX,
XKeJaTeJIbHO He BBOAMTH MApOJIH JIOCTYIIA, IOTUHBI M KaKUEe-TO HOMepa.

2. HUcnonp3yii 1 OOHOBIS aHTHBUPYCHBbIE MporpamMmbl U Opanamayep. Tem cambIM ThI 00€301TaCHIIIb
ce0s OT 3aKayKH BUpYyca Ha TBOE YCTPOMCTRBO.

3. Tpu ucnons3oBannu Wi-Fi oTkiawun ¢pyakmuio «OO0mumii 1octyn K daiiiam u npuHTEpaM». JlaHHas
GyHKIMS 3aKpbITa 10 YMOJYAaHUIO, OJHAKO HEKOTOPHIE IOJIb30BAaTEeNIM aKTHBHUPYIOT €€ Ui yao0CcTBa
WCIIOIB30BaHUs B paboTe min yueoe.

4. He ucnouandyii nyoamunbiii WI-FI 118 nepegaum JMuYHBIX JaHHBIX, HampuMep s BbIXOJa
B COLIMAJIbHBIE CETU WJIN B JIEKTPOHHYIO MOUTY.

5. Hnonw3yii Toabko 3amuinenHoe coenunenune yepes HTTPS, a ue HTTP, 1. e. mpu Habope BebO-aapeca
BBOJIM UMEHHO «https://«.

6. B moOunbpHOM TenedoHe oTkiIoun ¢pynkuuo «[loakmouenne k Wi-Fi aBromatnueckn». He nomyckait
aBTOMATHYECKOT0 MOAKIIOYEeHUs ycTpoiicTBa k ceTaMm Wi-Fi 0e3 TBoero cornacusi.
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ConuajbHbBIE CETH

CoumanbHble CETH aKTHUBHO BXOJAAT B HAIIy JKW3Hb, MHOTHE JIIOAM pPabOTalOT U XKMBYT TaM IOCTOSIHHO,
a B Facebook yxe 3apeructpupoBaH MWIIMApJA 4YeNOBEK, YTO SIBISETCA OJHOM CeIbMOM BCeX IKHUTEIeH
I1aHeTsl. MHOTHe MoJIb30BaTeNy HE MOHMMAIOT, YTO MH(POpMALUs, Pa3MELICHHAs UMHU B COLIMAIBHBIX CETSIX,
MOJKET OBITh HalJIeHa U MCIIOJIb30BaHa KEM YIOJHO, B TOM YHCIIE HE 0053aTeNIbHO ¢ OJaruMu HaMepeHUsIMH.
OcHOBHBIE COBETHI 10 O€30IIaCHOCTH B COLIUANIBHBIX CETAX:

1. Orpanuyb cnucok apy3ei . Y Te0s B ApY3bsiX HE JOIDKHO OBITH CIy4aHbIX U HE3HAKOMBIX JIIOCH.

2. 3ammiuail cBOI0 YacTHYIO *kM3Hb . He yka3piBaii mapoiu, TenedoHsl, aapeca, 1aTy TBOErO POXKIAECHUS
U IpYTYIO JINYHYIO HH(POpMAIHO. 3II0YMBIIICHHUKH MOTYT MCIIOJIb30BaTh JaXke HHPOPMALIUIO O TOM,
KaK Thl ¥ TBOU POIUTEIH IUNIAHUPYETE IPOBECTH KAHUKYJIBI.

3. 3ammuail cBOIO pemyTalMI0 — JIEPKU €€ B UUCTOTE U 3ajaBail ceOe BOMPOC: XOTEN OBl ThI, YTOOBI
JpyTue IMOJIb30BaTeNId BUAEIH, YTO Thl 3arpyxkaems? Ilogymail, npexae yem uTo-TO OMYyOJUMKOBATh,
HaInucaTh U 3arpy3HTh.

4. Ecnu Thl TOBOpUIIL C JIIOJIBMU, KOTOPBIX HE 3Haelllb, He UCIOJb3YH CBOe peajibHOe MMS U JAPYIYIO
JTUYHYI0 HHPOPMAIIMU: UMSI, MECTO JKUTEIBCTBA, MECTO Y4eObl U TpoUee.

5. Hzberait pasmemnieHust ¢otorpaduii B IHTepHETE, TI€ THI H300paKEH HA MECTHOCTH, I10 KOTOPOH
MO>KHO OIPE/IETIUTH TBOE MeCTOIOJIOKEHHE .

6. Ilpu perucrpanuu B COLMAIBHOW CETH HEOOXOIMMO MCIIOJB30BaTh CJAOKHbIE NMAPOJHM , COCTOALIME
n3 OyKB U QP U ¢ KOJIMIESCTBOM 3HAKOB HE MEHEE §.

7. Jlnd couuanbHOM CeTH, MOYTHI U IPYTUX CAaTOB HEOOXOAMMO HCIOJb30BaTh pa3Hble mapouu . Toraa
ecny Te0sl B3JIOMAOT, TO 3JI0YMBINUICHHUKU TIOJIy4aT JOCTYN TOJBKO K OJHOMY MECTY, a HE BO BCE

cpasy.
JJIEeKTPOHHBbIE IEHbI'H

DJNEeKTPOHHBIEC IEHBI'H — 3TO OYEHb YIOOHBINH CIOCO0 IJIaTeXei, OJHAKO CYIIECTBYIOT MOUICHHUKH, KOTOpPBIC
XOTAT NOJyYUTh 3TH JCHBIU.

DNEeKTPOHHBIE JEHBIU MOSBUINCH COBCEM HEJABHO U MMEHHO M3-3a 3TOI'0 BO MHOT'MX I'OCY/1apCcTBax 10 CUX MOP
HE IPOIMCAHO PO HUX B 3aKOHAX.

B Poccum ke oHM (DYHKIIMOHHPYIOT H O HUX YK€ IPOIUCAHO B 3aKOHE, TJEe WX Pa3AeisioT Ha HECKOJIbKO
BHUJIOB — aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX pa3pellaeTcs
MIPOBOAUTH orepanuu 6e3 UIeHTU(UKALNN M0Ib30BaTeNsl, a B HEAHOHUMHBIX HICHTHU(PUKAIUHN 0JIb30BATENS
ABJIAETCS 00513aTeNIbHOM.
Takxe cienyer pas3inyaTh OdJIEKTPOHHbIE (UaTHbIE JAEHBIUM (paBHBl TOCYAApCTBEHHBIM BalIOTaM)
U JIEKTPOHHbIE He(UaTHbIE ACHBI'M (HE paBHBI TOCYAAPCTBEHHBIM BaIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe € IITEKTPOHHBIMU JIEHbIAMU:

1. IlpuBs:kM K cyeTy MOOWIBHBIM TenegoH. DTO caMblil yToOHBIH M OBICTPBIM CIIOCOO BOCCTAaHOBUTH
noctyn K cuety. llpuBsizaHHbI TenepoH MOMOXKET, eciu 3a0yJellb CBOM IUIATEXKHBIA Mapoib WIU
3aiIellIb HAa CaliT ¢ HE3HAKOMOI'0 YCTPOUCTBA.

2. Hcnoasn3yii onHopa3oBble mapoJu . [Tocie mepexosia Ha YCHICHHYIO aBTOpH3AINIO Tebe yxe He Oyaer
yIpOXkaTh ONACHOCTh KPaXkH MJIU MepexBaTa MIaTeKHOTO MMapoJIs.

3. Bbi0epu cioxHbli napoJs . [IpectymHukam OyneT HE MPOCTO yralaTh CIOXKHBIN maponb. HanesxxHsie
[apoJii — 3TO MapoJid, KOTOpbIE COJepKaT He MEHee & 3HAKOB M BKIIOYAIOT B CE0S CTPOUYHBIE
U IpONUCHBbIE OyKBBbI, LHU(PHl U HECKOJIBKO CHMBOJIOB, TaKHe Kak 3HaK joisapa, (QyHTa,
BOCKJIMIIATENIbHBIN 3HAK U T. 1. Hanmpumep, StROng!;.

4. He BBOAM CBOH JIMYHBbIE JaHHbIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEIIb.




JJIEKTPOHHAS MOYTA

ONeKTpoHHasi IoYTa — JTO TEXHOJOTUS W MPEJOCTABISIEMBIE €H0 YCIYTH II0 MEPEChUIKE U MOIYYEHHUIO
ANEKTPOHHBIX COOOIIECHUH, KOTOpBIE PACIPEACTSIIOTCS B KOMIBIOTEPHON ceTH. OOBIYHO 3IIEKTPOHHBIN
MOYTOBBIN SIIMK BBITJISAUT CIAEAYIOUIMM 00pa3oM: UMs_IOJb30BaTEIs(@UMs_ToMeHa. Takke KpoMe neperadyu
MIPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTb IepeaaBarh (haibl.
OcHOBHBIE COBETHI IO 0€30MacHOM padoTe ¢ AIMEKTPOHHOU MOYTOM:
1. Hano BrIOpaTh NpaBHJIbHBIA MOYTOBBIN cepBHC . B MHTEpHETE €CTh OrPOMHBIN BHIOOp OECITATHBIX
IIOYTOBBIX CEPBUCOB, OJJHAKO JIYYILIE JOBEPATH TEM, KOI'O 3HACIIb U KTO IEPBbII B PEUTUHTE.
2. HeykaspiBaii BuuHOW moure JuuyHylo  uH(popmamuio. Hampumep, sydme — BeIOpaTh
«My3bIKaTbHBIA _(haHaT@" nin «pok2013» BMecTo «remal3d».
3. Hcnonp3yll ABYXITANHYI0 aBTOPHM3alMI0 . OTO KOrJa MOMUMO Mapoiii HYXHO BBOJUTH KOZ,
npuckUI1aeMbiii mo SMS.
4. BbiOepu CI0XKHBIA mapoyb . JlJ1 KaXJA0ro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOW HAJICIKHBIM,
YCTOMYHUBBINA K B3JIOMY MapoJib.
Ecnu ecTb BO3MOKHOCTB HAIlUCATh CAMOMY CBOM JIMYHBIA BOMPOC , UCIOJIBb3Yil 3Ty BO3MOXKHOCTb.
6. Hcrmonp3yil HeCKOJbKO MOYTOBBIX SIIMMKOB . [IepBbIid i1 4acTHOW NEPENMHUCKU C aJpecaTaMu,
KOTOpPBIM Thl JIOBEpsielllb. JTO DSJEKTPOHHBIM aJpec He HajJlo HCI0JIb30BaTh IPU pErucTpanuu
Ha ¢popymax U caiTax.
7. He orkpsbiBaii ¢ailabl U Apyrue BIOKEHUS B MMCbMax, JaXke €CIM OHM NPULUIA OT TBOMX JpYy3€H.
Jlydiie yTOYHH y HUX, OTIIPABIISIIN JIU OHU TeOe 3Tu (ailibl.
8. Ilocne oxoHUaHUs pPabOTHI Ha MOYTOBOM CEPBHCE MEpea 3aKPHITHEM BKIAJKH C CAiTOM He 3a0ynb
Ha)kaTh Ha « BpIATH ».

Kuo0epOy/LuIMHT /I BUPTYaJIbHOE U31€BATE/IbCTBO
KubepOymmuar — mpecieoBaHie COOOIIEHUSAMH, COACPIKAIlUMHM OCKOpOJICHHUS, arpeccHio, 3allyTHBaHMUE;
XYJIUTAaHCTBO; COLIMAIbHOE OOMKOTUPOBAHUE C IIOMOLIbIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.
OcHOBHBIE COBETHI IO O0PBOE ¢ KHOEPOYILTUHTOM:
1. He 6pocaiics B 60ii . Jlyqmmuii cioco6: mocoBeToBaThCsi Kak ceOsi BECTH U, €CIM HET TOro, K KOMY
MOXXHO OOpaTHTBCS, TO BHAyaje YCHOKOUTHhCS. EciaM Thl HAYHENIb OTBEYATh OCKOPOJICHHUSIMU
Ha OCKOpOJIEHHsI, TO TOJBKO ellle O0JIbIIe Pa30AOKeIIb KOHPIUKT.
2. YmnpaBasiii cBoeil KHOeppeIyTalue.
3. AHOHHMMHOCTH BceTd MHMMAs . CylecTBYIOT CHOCOOBI BBIICHUTh, KTO CTOUT 32 aHOHHUMHBIM
aKKayHTOM.
4. He cTOMT BeCTH XYJIMTaHCKUM 00pa3 BUPTyaJbHOU *HU3HU. VIHTEpHET QUKCHpYeT BCe TBOU AECUCTBUS
U COXpaHseT uX. Y AINTh X OyIeT KpaitHe 3aTpyJHUTEIHHO.
Co0Juronaii cBOIO BUPTYaJIbHYIO YECTh CMOJIOAY.
6. WUruopmpyii equan4HbI HeraTuB. OJHOPA30BbIe OCKOPOUTENBHBIE COOOIIEHUS JTydIlle HTHOPHPOBATE.
OObIuHO arpeccus NpeKpaaeTcs Ha Ha4yaJlbHOW CTauH.
7. ban arpeccopa . B nporpammax oOMeHa MIHOBEHHBIMHM COOOIIEHHSMH, B COLUAIBHBIX CETAX €CTh
BO3MOKHOCTb OJIOKHPOBKH OTIIPABKH COOOIEHHI C ONpeIeIEeHHBIX aJpECOB.
8. Ecmu ThI cBUAeTEb KNOEPOYLIMHTA . TBOM NEHCTBHSA: BRICTYIIHTh MTPOTHB MPECIIEI0BATENS, IOKA3aTh
€My, 4YTO €ero JeHCTBUS OLEHUBAIOTCS HEraTHUBHO, IOAJEpXaTb >KEPTBY, KOTOPOH HyXHa
MICUXOJIOTUYECKasi TOMOIIb, COOOIINTH B3POCIBIM O (haKTe arpeCCHBHOTO MOBEJICHNUS B CETH.

MoounnbHbIi TeaedoH

CoBpemeHnHble cMapT(OHBI U IUIAHILETHl COAEpXkKAaT B ceOe BIIOJHE B3pOCHbIM (YHKIMOHAN, U TENEepb OHH
MOTYT KOHKYPHpPOBATh CO CTallHOHAPHBIMH KoMIbioTepamu. OHAKO, CPEICTB 3aIIUTHI UL TTOJO0OHBIX
YCTPOICTB MMOKa OYEeHb MaJlo. TecTHupOBaHHUE U MOUCK YSI3BUMOCTEH B HUX MIPOUCXOJIUT HE TaK MHTEHCUBHO, KaK
s [1K, To »xe camoe kacaeTcst 1 MOOMIIbHBIX TPUIIOKEHUH.
CoBpemeHHbIE MOOMIIbHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAJM HACTOJbHBIC aHAJIOTH, OJJHAKO PacCIIMpeHHe
(hyHKIIMOHAJA BJIEYET 32 CO00M OOJIBINYIO CIOKHOCTh U MEHBIITYIO 3aIUIICHHOCTD.
Jlanexko He Bce MPOU3BOAUTENN BBHITYCKAaIOT OOHOBJIEHUS, 3aKPBIBAOIINE KPUTUUECKHUE YSI3BUMOCTH Ul CBOMX
YCTPOMCTB.
OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOMIIBHOTO TeledoHa:

1. Hwudero He sBIsieTCs MO-HAcTOAIIeMY OecrutaTHBIM. Byab 0cTOpoXKeH , Belb Koraa Tede MmpeiaraiT

OecrutaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO ITUIATHBIE YCITYTH.
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2. Jymaii, npexae 4dem otmpaBuTb SMS, ¢oro mnm Bumeo. Tel TOYHO 3Haewmb, riae OHU OyayT

B KOHEYHOM HUTOTE?

Heo6x011M0 00HOBJIATH ONEPALHOHHYIO CHCTEMY TBOETO cMapTdoHa.

Hcnonb3yit aHTHBHPYCHBIE POrPaMMBbI JIJIs1 MOOUJIBHBIX TENE(POHOB.

He 3arpyxaii npu/10KeHHs OT HEM3BECTHOI0 UCTOYHHMKA , BE€Jb OHU MOT'YT COJEPKaTh BPEIOHOCHOE

IIporpaMMHOE 0OecrieueHue.

6. Ilocme TOro Kak TbI BBIZEIIb C caifTa, TJe BBOAWJI JUYHYIO HH(OpMaIuio, 3aiiiu B HACTPOUKU

Opay3epa u yaajm cookies .

[lepnonnuecku npoBepsil , KaKue IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE.

JlaBaii cBoif HOMep MOOMIIBHOTO Tene(oHa TOJbKO JIOASIM, KOTOPBIX Thl 3Haellb 1 KOMY JIOBEpSIEIb.

9. Bluetooth no/izkeH ObITH BBIKJIKYEH , KOT/Ia Tl UM He MoJib3yenbesi. He 3a0biBaii MHOTIAa IPOBEPATH
3TO.

Online urpsi
CoBpeMeHHbIE OHJIAWH-UTPBl — 3TO KPaCOYHbIE, 3aXBaThIBAIOLINE Pa3BICUCHUs], OObEAUHSAIONINE COTHH ThICSIY
4eJIOBEeK IO BceMy MHpYy. Mrpoku HCClenyloT AaHHBIA MM MUp, OOINAIOTCS APYr C APYrOM, BBIMOJHSIOT
3a/laHusl, CPAXKAIOTCA C MOHCTPAMH M IIOJIYYalOT OMNBIT. 3a YAOBOJBCTBHE OHHM IUIATAT: IOKYNAKOT IUCK,
OIlJIaYMBatOT A00OHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OIILINH.
Bce »9TM cpeacTtBa uAyT Ha MOAJEpKaHME U Pa3BUTHE WIPhI, aTakke HacaMmy 0e30MacHOCTb:
COBEPIICHCTBYIOTCSI CHCTEMBI aBTOPU3AIlNH, BBITYCKAIOTCSI HOBBIE TIAaTYH (IIU(PPOBBIC 3aIUIATKHU IS IPOTPaAMM),
3aKpPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.
B nogo0HBIX HWrpax CTOMT Omacarbcs HE CTOINBKO CBOMX CONEPHHKOB, CKOJIBKO KpPaXH TBOETO IapoJis,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUU OOJIBIIMHCTBA UIP.
OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOT'O AKKAYHTA!

1. Ecnu npyroil urpok Bener ce0s MJIOXO WM CO3AaeT Tebe HENPHUATHOCTH, 3a0J0KHPYH €ro B CIUCKE
UTPOKOB;
Iosxkanyiics aIMHHHCTPATOPAM WIPbl Ha IUIOXOE MOBEJEHUE 3TOTO UIPOKA, JKEIATEIbHO IPUIIOKHUTH
KAaKHe-TO JI0Ka3aTeIbCTBa B BUIE CKPUHOB;
He yka3piBaii 1nunyo nHpopmanuio B mpodaiisie urpsr,
YBaxkail Ipyrux y4acTHUKOB II0 UIDE;
He ycranaBauBaii HeouIUaIbHbBIE TATYU U MO/IBI,
Hcnons3yi c10HbIE H Pa3HbIE IAPOJIH ;
Jlaxxe BO BpeMsl MIPbl HE CTOUT OTKJIIOYaThb AaHTUBHMPYC . [Ioka ThI urpaemb, TBOM KOMIBIOTEP MOTYT
3apa3uTh.

OUINMHT WA Kpaka JJUIHbIX JaHHbIX

OObIuHON Kpaxel JeHer U JOKYMEHTOB CEroJHs yXe HHMKOIO He yJIUBHILb, HO C pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3I0yMBIIIJIEHHUKN IEPEMECTUIINCH B UHTEPHET, U IPOAOKAIOT 3aHUMATHCS TFOOMMBIMY J1€JIOM.
Tak mosiBMIacCh HOBasl yrpo3a: MHTEPHET-MOIIEHHHYECTBA WJIM (DUILUHT, IJIaBHAS 1L€1b KOTOPOIO COCTOMT
B [IOJIyUEHUU KOH(UICHIMAIBHBIX JAHHBIX I0JIb30BaTeNei — JIOTMHOB U naposeil. Ha anrmuiickom s3bike
phishing unTaercs kak ¢pummmar (ot fishing — peiOHas noBs1, password — maposns).
OcHOBHBIE COBETHI 110 O0PHOE C QUIIHMHTOM:
1. Cnenm 3acBoum akkayHToM . Eciu Tbl momo3peBaemib, 4TO TBOS aHKeTa Obljla B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKHPOBATH €€ U COOOIIUTh aJIMHUHUCTpPATOpaM pecypca 00 3TOM Kak MOXKHO

s w

o N

no

No ok ow

CKoOpee.
2. Hcnonp3yii 6e3o0macHbie Bed-CalThI , B TOM YHCIIE, HHTEPHET-Mara3nHOB U MMOMCKOBBIX CHCTEM.
3. Hcnonp3yih cj0xkHbIe W pa3Hble mnapoau . Takum oOpa3oM, ecind TeOsS  B3JIOMAIOT,

TO 3JI0YMBIIJIEHHUKH MOJy4aT JOCTYI TOJIBKO K OJIHOMY TBOEMY IIPO(DUIIIO B CETH, @ HE KO BCEM.
4. Ecnu Te0s B3JIOMAJM , TO HEOOXOIUMO HPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE T0O0ABJIECHBI
y T€0s B IpYy3bsiX, O TOM, YTO T€Os B3JIOMAaJHU U, BO3MOKHO, OT TBOETO UMEHHU OyZIET pacchliaThCsl criam
U CCBUIKU Ha (DUILIMHTOBBIE CANTHI.
YcranoBu Hage:xHbIii napoab (PIN) Ha MoOOUIIBHBIN TenedoH.
OTkJI104M coXpaHEeHue maposst B Opaysepe.
7. He orkpsbiBaii ¢aiiabl U Apyrue BIOXKEHUS B MHCbMax, Jake €CIM OHM NPULUIA OT TBOMX Jpy3eH.
Jlydiie yTOYHM y HUX, OTHPABJISUIN JIU OHU TeOe 3TH (paiibl.
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HugposBas penyrauus
[udposas pemyranus — 3T0 HeraTMBHAs WM MMO3UTHMBHAsA MHpopMaius B cetu o Tede. Kommpomerupyromias
uHpopMalKs pa3MEUIeHHAs B MHTEPHETE MOXKET CEphe3HbIM 00pa30M OTPa3UTHCS HA TBOCH peasbHOM >KU3HU.
«udposas pemyTranus» — 3TO TBOW UMUK, KOTOPBIH (OpMHUpYETCs U3 HHPOPMAIMH O TeOE B MHTEPHETE.
TBoe MecTO >KUTENbCTBA, Yy4eObl, TBOE (UHAHCOBOE IIOJOKEHHE, OCOOCHHOCTH XapakTepa W PaccKasbl
0 OJIM3KUX — BCE 3TO HAKAILJIUBACTCS B CETH.
MHoOrre MOAPOCTKM JIETKOMBICICHHO OTHOCATCS K MyOnuMKauuum Ju4dHOM uHGopmauuu B MHTEpHeTe,
HE TIOHMMasi BO3MOXKHBIX TOCJHEACTBUN. ThI Ja)ke HE CMOXKEIlb J0ragaThCsi O TOM, 4To Qororpadus,
pasMeleHHas 5 JeT Ha3ajd, CTaja MPUYUHON O0TKa3a MPUHATH TeOs Ha padoTy.
KommMmenTapuu, pazmenienre TBoux (ororpaduil u aApyrue IeHCTBUS MOTYT HE UCUE3HYTH JlaXe IOociie TOTo,
KaK Thl X yalIHIIb. ThI HE 3HACIIb, KTO COXPAaHMJ 3Ty MH(OpMAIHIO, Momaja M OHA B IIOMCKOBBIE CHCTEMBI
Y COXPaHUJIACh JIM OHA, a IJIaBHOE: YTO MOJYyMAaroT 0 Te0e OKpY Karollee JIOAH, KOTOpble HalAyT U YBUIAT 3TO.
Haiitu nadopMaiiro MHOTO JIET CITYCTS CMOXKET JIF000H — Kak U3 T0OpBIX MOOYKICHH, TaK 1 ¢ HAMEPEHUEM
MPUYUHUTH Bpel. ITO MOKET ObITh KTO YTOIHO.
OcHOBHBIE COBETHI 10 3aIKUTe U(PPOBOI permyTaluu:

1. Moaymaii , mpexae 4eMm 4yTo-TO MyOJMKOBATh U MepeaaBaTh y ce0s B 0JIOTe WM B COLUAIBHOMN CETH.

2. B mactpoiikax mpoduisi yCTaHOBH OTPaHWYEHHUSI HA MPOCMOTP TBOETO HMPOQHIIS M €r0 COACPKUMOTO,

CZelail ero TOJAbKO «JIf Apy3ei» .
3. He pa3mermaii 1 He yka3biBail HH()OPMAIIHIO, KOTOPask MOXKET KOTO-IM00 OCKOPOJIATH MIIN OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE MIKOJIbHUKH — aKTHBHbBIE IOJb30BaTENM LU(PPOBOro mnpocrpaHcTBa. OnHAKO AaIEKO HE BCE
3HAIOT, YTO TIOJB30BAHWE MHOTUMH BO3MOXHOCTSIMH IH(PpPOBOro Mupa Tpedyer COOMI0JCHHUS TpaB
Ha WHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH «MHTEIUIEKTyadbHAass COOCTBEHHOCTBY» OTHOCHTCS K Pa3jIMYHBIM TBOPEHHSM 4YEIIOBEUECKOTo yMa,
HauMHas C HOBBIX M300pEeTEHHI ¥ 3HAKOB, OOO3HAYAIOUIMX COOCTBEHHOCTH Ha MPOAYKTHI U YCIIYTH,
W 3aKaH4MBasi KHUTaMH, (poTorpadusimu, KHHOPHIBMAMUA U MY3bIKQIbHBIMU TIPOU3BEICHUSMH.

ABTOpCKHE TpaBa — 3TO MpaBa Ha MHTEIUICKTYaJIbHYI0 COOCTBEHHOCTh Ha NMPOU3BEICHHS HAYKH, JUTEPATyphl
M CKYCCTBAa. ABTOPCKHE IpaBa BBICTYMAIOT B KAYECTBE TapaHTHH TOTO, YTO MHTEJUICKTYaTbHBII/TBOPUECKHUMA
TPYA aBTOpa He Oy/eT HalpacHbIM, JJaCT €My CIIpaBeAIMBbIE BO3MOXKHOCTH 3apadoTaTh Ha pe3yabTaTax CBOEro
TpyAa, MOMYYUTh M3BECTHOCTh W Mpu3HaHWe. HukTo 0e3 paspemieHus aBTopa HE MOXKET BOCIIPOU3BOAMTH €TI0
NPOU3BEACHUE, PACHpPOCTPaHATh, MNYOJWYHO JEMOHCTPHUPOBaTh, MpoAaBaTh, HMIOPTHPOBATH, IyCKaTh
B TIPOKAT, MyOJIMYHO MCIIONHSATH, TOKA3bIBATh/UCIIONHSATE B 3pupe win pasmeniats B lHTepHETE.
Vcnonb30BaHue «[MMPATCKOT0» MPOrpaMMHOTO OOECIeYeHHs MOXKET MPHUBECTH K MHOTUM PHCKaM: OT MOTepH
JaHHBIX K TBOMM aKKayHTaM 70 OJIOKUPOBKM TBOETO YCTPOMCTBA, TI/I€ YCTAHOBICHHBIM HE JeralbHas
nporpamMa. He cTouT Takxke 3a0bIBaTh, YTO CYILECTBYET JeTajibHble M O€CIUIaTHbIE MPOrpaMMbl, KOTOpbIE
MO>XHO HAWTH B CETH.

O nopraJjie #CeTeBUY0K

CeTeBI/I‘-IOK.D(b — TBOM TJIaBHBIM COBETUMK B CETH. 3I[eCI> Tbl MOXKCIIIb Y3HATH O 0€30IIaCHOCTH B CETH
IOHATHBIM MW OOCTYIIHBIM SA3BIKOM, a IIPU BO3HHKHOBCHHU KpHTHHGCKOfI CUTyallun O6paTI/ITI>C$I 3a COBCTOM.
A Taxke MPUHATD YU4aCTHUEC B KOHKYpPCaX U CTATb CAMbIM LII/I(prBLIM I‘pa)KI[aHI/IHOM!
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